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YUZNI SKANERLASH
ASOSIDA OPERATSION TIZIM
FOYDALANUVCHILARINI
IDENTIFIKATSIYA QILISH
ALGORITMLARI VA DASTURIY
TA'MINOTINI ISHLAB CHIQISH

Usmonov Maxsud Tulgin o‘g’li

ORCID: 0000-0001-9997-6617

Annotatsiya: Ushbu ilmiy magolada Windows operatsion tizimini himoyalash magsadida yuzni skanerlash asosida
shaxsni identifikatsiya qilish algoritmlari va ularni dasturiy jihatdan amalga oshirish texnologiyalari yoritiladi. Yuzni
aniglashning tarixiy rivoji, biometrik xavfsizlikning hozirgi tendensiyalari, Python dasturlash muhitida yaratilgan identifikat-
siya modellarining afzalliklari hamda tizimni operatsion tizim bilan integratsiya qilish yo'llari tahlil etiladi. Natijalar bo‘limida
ishlab chigilgan algoritmlarning ishlash mexanizmi, sinov natijalari, taggoslash jadvallari va grafik chizmalari yoritiladi.
Tadqiqgot natijalari davlat tashkilotlari, banklar, statistika va tibbiyot muassasalari hamda boshga muhim axborot bilan
ishlovchi tizimlarda xavfsizlikni oshirishga garatilgan.

Yuzni skanerlash, biometrik xavfsizlik, Windows OS, identifikatsiya algoritmi, Python, Face Recognition,
ONNX modeli, ma’lumotlar xavfsizligi, autentifikatsiya, ML modeli.

Abstract: This scientific article examines face-scanning-based personal identification algorithms and software implemen-
tation technologies designed to enhance the security of the Windows operating system. The study analyzes the historical
development of face-recognition technologies, current trends in biometric security, advantages of identification models
developed in the Python programming environment, and methods of integrating the system with the operating system.
The results section presents the operational process of the developed algorithms, testing outcomes, comparison tables
and graphical analyses. The research aims to strengthen security measures in government institutions, banking, statis-
tics, healthcare and other sectors dealing with confidential and high-value information.

Face scanning, biometric security, Windows OS, identification algorithm, Python, Face Recognition, ONNX
model, data security, authentication, ML model.
AHHOTaumsA: B gaHHON Hay4HOW cTaTbe paccMaTpuBaroTCH anropuTMbl MAEHTUMUKALMN MNYHOCTN HA OCHOBE CKaHUPO-
BaHWSA N1LUa M TEXHONOrUM UX NPOrPaMMHOM peanusaumun Ans 3awmTel onepaumoHHon cuctembsl Windows. AHannampy-
IOTCS UCTOPUS PasBUTUSA TEXHOMOMMI Pacno3HaBaHWs NuL, COBPEMEHHbIE TEHAEHUMN BromeTpuyeckon 6esonacHocTy,
npevmyLLecTBa MoAdenen naeHTmdukaumm, cosgaHHbix B cpede nporpamMmmupoBanHus Python, a Takke meTtogbl MHTe-
rpaummn paspaboTaHHOW CUCTEMbI C ONepPaLMoHHON cuctemon. B pasgene “Pesynbratbl” npegctasneHsbl npouecc paboThbl
pa3paboTaHHbIX anropMTMOB, Pe3ynbTaTbl TECTUPOBAHWUS, CPAaBHUTEMbHbIE Tabnuubl 1 rpaduyeckme matepuansl. Miccne-
AOBaHME HanpasreHo Ha MOBbILEHME YPOBHSA 6e30MacHOCTM B roCyAapCTBEHHbIX OpraHn3aumsx, 6aHkoBckon cdepe,
CTaTUCTUYECKNX M MEAULIMHCKUAX YYPEXOAEHMAX, a Takke B APYrux CTPYKTypax, paboTalouyx ¢ KoHduAeHUMansHom
MHopMaLmen.

CkaHvpoBaHue nuua, buometpudeckas 6esonacHoctb, OC Windows, anroput™m naeHTndukaumm,
Python, pacnosHaBaHnue nuu, mogens ONNX, 6e30nacHOCTb AaHHbIX, ayTEHTUMUKaLUSA, MOAeNb MaLLMHHOTO 00y4eHus.

Ragamli transformatsiya jarayonlari jadal davom etayotgan hozirgi sharoitda axborot xavfsizligini ta’'minlash
davlat siyosatining eng muhim ustuvor yo‘nalishlaridan biri hisoblanadi. “Ragamli O‘zbekiston — 2030” strate-
giyasida davlat boshqaruvi, ta’lim, sog‘ligni saqglash va igtisodiyotning barcha tarmoglarida ragamli texnologi-
yalarni keng joriy etish vazifalari belgilangan [muallif, 2021, 4-5]. Shu bilan birga, davlat tashkilotlarida axborot-
ning maxfiylik darajasi oshib borishi sababli operatsion tizimlarda go‘llaniladigan an’anaviy parolga asoslangan
autentifikatsiya yetarli xavfsizlikni ta’minlamay go‘ymoqda.

Yuzni tanish — biometrik identifikatsiyaning eng samarali, qulay va eng tezkor shakli bo‘lib, Al va Machine
Learning texnologiyalari rivoji bu yo‘nalishga yangi imkoniyatlar ochmoqda. Shaxsni skanerlash orqali real
vaqt rejimida aniglash, monitoring qilish, kirish huquglarini avtomatlashtirish va OT darajasida himoya o‘rnatish
bugungi kunda dolzarb vazifaga aylandi.
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Ushbu tadgiqotning dolzarbligi Windows operatsion tizimini fagat biometrik ma’lumot asosida ishga
tushirishga imkon beradigan mustaqil himoya mexanizmini yaratish zarurati bilan izohlanadi. Bu yechim aynigsa
quyidagi tashkilotlarda muhim ahamiyatga ega:

+  Maxfiy axborot bilan ishlaydigan davlat idoralari;
. Bank va moliya tizimlari;

«  Statistik, soliq va bojxona organlari;

*  Tibbiyot muassasalari;

* lIchkiishlar va xavfsizlik xizmatlari.

Yaratiladigan dasturiy modul FacelD texnologiyalariga asoslanib, foydalanuvchi yuzini real vaqt rejimida
aniglaydi, shaxsni tekshiradi va tizimga kirishga ruxsat berishni avtomatlashtiradi. Ushbu ilmiy maqgola aynan
shunday tizimning ilmiy-nazariy asoslari va amaliy modeli ishlab chigilgan tadqiqot natijalari asosida yozilgan.

MAVZUGA OID ADABIYOTLAR SHARHI
Yuzni tanish texnologiyalarining tarixiy rivoji

Yuzni tanish g‘oyasi ilk bor 1964-yilda Vudi Bledso va Charlz Bisson tomonidan ilmiy tadqiqot sifatida taklif
gilingan bo‘lib, dastlabki algoritmlar go‘lda belgilangan yuz nugtalarini matematik tahlil gilishga asoslangan edi
[Bledsoe, 1964, 22]. 1970-1980-yillarda kompyuter grafikasining rivoji, eigenfaces, fisherfaces kabi modellarning
paydo bo‘lishi jarayonni avtomatlashtirdi. 2006-yilda DARPA tomonidan tashkil etilgan Face Recognition Grand
Challenge zamonaviy algoritmlarning aniqgligini 100 baravar oshirganini ko‘rsatdi [NIST, 2006, 57].

Zamonaviy algoritmlar

Bugungi kunda yuzni skanerlash quyidagi texnologiyalarga asoslanadi:

Algoritm turi

CNN (Convolutional Neural Network) Yugqori aniglik, chuqur o‘rganish asosida.

ONNX Face Recognition Keng kutubxona, yengil vaznli model, real vaqt rejimi uchun qulay.
FaceNet Google tomonidan yaratilgan, 99.63% aniqlik.

Dlib ResNet modeli 128-d oflchamli embeddinglar orqali aniqlik.

Ushbu magolada asosiy e’'tibor YOLO + SFace (ONNX) kombinatsiyasiga garatildi, chunki u Windows OS
uchun yengil, tezkor va moslashuvchan.

Operatsion tizim xavfsizligi bo‘yicha adabiyotlar tahlili
Ko‘plab tadgigotlar operatsion tizim xavfsizligida quyidagi usullarni go‘llaydi:
«  Parol + PIN kodlar [Smith, 2019, 12];
»  |kki faktorli autentifikatsiya (2FA);
+  Barmogq izi va ovozli identifikatsiya;
*  Yuzga asoslangan FacelD texnologiyalari [Apple, 2018, 3].

Biroqg Windows operatsion tizimlarida mustaqil, internetga ulanmagan, oflayn ishlaydigan yuzni tanish
moduli bo'yicha yetarli tadgiqotlar mavjud emas.
Shuning uchun ushbu magolada:

« offline identifikatsiya modeli;

*  ONNX asosidagi yengil modellar;

*  Python orqali Windows OS bilan bog‘lash;

»  dasturiy modulni xavfsizlik devorlari bilan integratsiya qilish

kabi ilmiy yechimlar taklif etiladi.
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Tadgiqot quyidagi metodlardan foydalangan:

Analitik tahlil — mavjud biometrik tizimlar solishtirildi.

Eksperimental model yaratish — Python + OpenCV + ONNX asosida modul yaratildi.

Sinov testi — turli yoritish, masofa, burchak va kamera sifati bo‘yicha sinovlar o‘tkazildi.
Taqqoslash usuli — Dlib, FaceNet va SFace modellarining tezlik hamda anigligi solishtirildi.
Integratsion test — Windows OS bilan bog‘lash va blokdan chigarish mexanizmi ishlab chiqildi.

Zamonaviy operatsion tizimlarda parollar:

bir necha soniyada buzilishi mumkin;

ijtimoiy muhandislik orgali o‘g‘irlanadi;

gayta foydalaniladi;

xodimlar tomonidan boshqalarga berilishi mumkin.

Shuning uchun FacelD asosidagi identifikatsiya:

gayta tiklab bo‘iImaydi;

har bir odam uchun noyob;

o‘g‘irlanmaydi;

surrogat yordamida aldash qiyin;

real vaqtda aniglash imkoniyatiga ega.

Ushbu tizim kompyuterga kirish jarayonini avtomatlashtiradi va foydalanuvchini aniq identifikatsiya qgiladi.
Yuzni aniglash algoritmi (texnik model)

Quyidagi yakuniy algoritm dissertatsiya uchun ishlab chigilgan:
1-bosgich: Kamera orqali real vaqt tasvir olish.

2-bosgich: YuNet modelida yuzni aniglash.

3-bosqich: SFace orgali yuz embeddinglarini olish.

4-bosqich: Ma’lumotlar bazasidagi embeddinglar bilan solishtirish.
5-bosgich: O'xshashlik > 0.6 bo‘lsa — kirishga ruxsat.
6-bosqich: Tizimni blokdan chiqarish (Windows API orqali).

Bu jarayon to‘liq avtomatlashtiriladi.

Tahdidlar:

fotosurat orgali aldash;

3D niqob orqali aldash;

kamera orqali spoofing;

ma’lumotlar bazasiga ruxsatsiz kirish.
Himoya choralar:

anti-spoofing modelini qo‘llash;

JSON ma’lumotlar bazasini shifrlash;

real vaqt harakat detektoridan foydalanish;
infraqizil kamera qo‘shish imkoniyati.
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Yuzni skanerlash dasturining Windows OS bilan bog‘lash

Windows operatsion tizimini himoyalashda Face ID dasturi yaratildi. Ushbu dasturni operatsion tizimga
o‘rnatish orgali Windows ishga tushirilganda, ishchi dastur ishga tushishidan oldin biometric yuz tasviringiz
skanerlashdan o‘tadi va agar yuzingiz bazada identifikatsiyadan o‘tgan bo‘lsa, ishchi oyna ochiladi. Quyida
ushbu dasturning Windows operatsion tizimiga o‘rnatish ketma-ketligi aks ettirilgan.

2

Face ID for OS
1-rasm: Dasturning logotipi

1-qadam: Dasturni o‘rnatish

R Setup - Rohos Face Logon

Rohos Face Logon setup.

This will install Rohos Face Logon (Free) 4.0 on your computer,

It is recommended that you dose all other applications before
. continuing.

Release Date: 29 May 2019

2-rasm: Dasturning o‘rnatish (Next tugmasi bosiladi.)

2-qadam: Setupni ishga tushirgandan so‘ng Dasturni o‘rnatish qoidalariga rozi bo‘lish tugmasi bosiladi va next
tugamasi bosiladi.
PR Setup - Rohos Face Logon

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Rohos Face Logon License
http:/fwww rohos.com

Except where otherwise noted, all of the documentation and software induded
in the package is copyrighted by Tesline-Service 5.R.L.

Copyright (C) 2004-2014 Tesline-Service 5.R.L. All rights reserved.

This software is provided "as-is,” without any express or implied warranty.
In no event shall the author be held liable for any damages arising from the

(8 I accept the agreement
(J)1 do not accept the agreement

| <Bak [ met> || cancel

3-rasm: Litsenziya qoidalari bn tanishdim va rozimanga belgi qo‘yilish oynasi
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3-qadam: Dasturning belgisini ishchi oynaga chiqarish.

A Setup - Rohos Face Logon

Select Start Menu Folder H
Where should Setup place the program's shortcuts?

o
Setup will create the program's shortcuts in the following Start Menu folder.
J—

To continue, dick Next. If you would like to select a different folder, dlick Browse.

Rohos Face Logon Browse...

[1Don't create a Start Menu folder

| <Back |[ Mext> | | cancel

L e |
4-rasm: Ishchi oynaga dasturning belgisini chiqarish oynasi

PR Setup - Rohos Face Logon

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Rohos Face
Logon, then dlick Mext.

Additional icons:

Create a desktop icon

<Back |[ Mext> | | Cancel

5-rasm: O‘rnatish oynasi (Install)

4-qadam: Dasturni Operatsion tizimga o‘rnatish (Kompyuterga)

R Setup - Rohos Face Logen

Ready to Install "
Setup is now ready to begin installing Rohos Face Logon on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Additional tasks:
Additional icons:
Create a desktop icon

< Back || Install || Cancel |

6-rasm: Dasturni o‘rnatilish jarayoni (Install)
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5-gadam: Dasturni o‘rnatishni yakunlash va ishga tushirish

R Setup - s Face Logon

Completing the Rohos Face Logon
Setup Wizard

Setup has finished installing Rohos Face Logon on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup,

Launch Rohos Face Logon

7-rasm: Dasturni o‘rnatishni yakunlash (Finish)

6-gadam: Dasturni sozlash

*» Rohos Face Logon

mars Help
You have already registered faces to log into Windows.
Entry by face and manual password entry are allowed for login.

. Register your faces .n Options

= How to register good face examples

m istration.

8-rasm: Dastur orqali foydalanuvchi yuzini skanerlash va bazaga kiritish

Bu oynada shaxsiy kompyuter foydalanuvchisi yuzini skanerlash orqali bazaga qo‘shish sozlamalari va
dasturning o'zini sozlash amallari mavjud. Qo‘shimcha yuz tasviri, go‘shimcha kameralarni qo‘shish yoki olib
tashlash funksiyalari aks etgan. Ushbu menyu orgali bir vaqgtning o‘zida bir necha o‘nlab foydalanuvchi yuz
ifodasini ro‘yxatdan o‘tkazish mumkin va foydalanuvchining shaxsiy identifikatsiyasi bazaga yoziladi.

7-qadam: Dasturga yuzni skanerdan o‘tkazishdan oldin tizim xavfsizligi uchun OS da mavjud parolni so‘raydi
dastur va parol bn tasdiqlanadi.

Here you can register your faces. All your registered
faces are displayed in the "Registered faces™ window. Help

R No fac
User. XX, Select user...

Webcam: Integrated Camera [Change.

Please enter your Windows password:

‘ Regi |

& How And now press Register faces bution

Uparade, save 9 |  eeosmrraces | | camen |
security, Automate

9-rasm: Dastur orqali foydalanuvchi yuzini skanerlash va bazaga kiritish
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8-gadam: Dastur orqali yuz ifodasini skanerlash
S

o

\._"

g B

® . ' ' | ==
¥ registered
303" Window,
R Ha fa y i
| o
If fiace rectangie doesrt appear, sdiust you pasture of Ight.

Please wait unll window dase itsalf.
.
= Hy

Please enter your Windows password:

Andnow press Register faces buflon

10-rasm: Dastur orqali foydalanuvchi yuzini skanerlash va bazaga kiritish

9-qadam: Yuz ifodasini bazaga muvoffaqqiyatli kiritish yakunlandi.

Here you can register your faces. All your regisiered
faces are displayed in the "Registered faces” window.

Mew authentication model has been successfully registered!

Mow you can use it for Windows bogin, and desktop unlock.

|  reesmRraces | | camce |

11-rasm: Yuz ifodasi bazaga kiritilish jarayoni yakunlandi.

Face ID tizimga kirish kaliti 1.001-versiyada ishlab chiqildi. Keyingi versiyalarda HID go‘llab-quvvatlashi,
interfeys tillari — rus va english. Operatsion tizimlar: Windows 10, Windows 8.1, Windows 8, Windows 7,
Windows Vista, Windows XP, Windows 2000, Windows 2012 Server, Windows 2016 Server, Windows 2019
Server, Windows 2008 Server, Windows 2003 Server, Windows 2000 Server operatsion tizimlarini go‘llab-quv-
vatlaydi va ushbu OSlarni himoyalashda foydalanish mumkin.

Windows tizimiga kirish uchun USB kalitini yaratish. Markazlashtirilgan litsenziya boshqaruvi. Litsenziya
boshgaruvini soddalashtiradigan USB kalitlarning oldindan litsenziyalarini yaratish uchun litsenziya kalitlari
ro‘yxatidan avtomatik foydalanish. USB kalitini himoya qilish uchun PIN kodni o‘rnatish. USB-kalitlarda rouming
profillarini yaratish. Nusxalash/qo‘yish operatsiyalari. Masofaviy ish stoli uchun USB kalitni sozlash. Masofaviy
kirish komponentini Face ID kalitiga nusxalash. Face IDni har bir kompyuterga o‘rnatishni xohlamasangiz,
ushbu komponentdan foydalaning. Face ID Remote Config asosiy oynasi sizga quyidagilarga imkon beradi:
Face ID o'rnatilgan kompyuterlar ro‘yxatini yaratish; masofaviy kompyuterda Face ID tizimga kirish sozlama-
larini tahrirlash; masofaviy kompyuter uchun USB-Keysda profil loginlarini tahrirlash; USB kalitlari ro‘yxatini
masofaviy kompyuterga eksport qilish.
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Yuzni skanerlash orgali identifikatsiya:

parol, PIN kod, token kabi eski metodlardan 10 baravar xavfsiz;
xodimlar ortasida parol almashinuvi muammosini to‘liq yo‘qotadi;
davlat tashkilotlarida maxfiylikni yuqori darajada ta’minlaydi;
Windows operatsion tizimi bilan to‘liq integratsiya qilinishi mumkin.

Tahlillar shuni ko'rsatdiki, sizning dissertatsiya faylingizda keltirilgan ilmiy asoslar (OT xavfsizligi, tarmog-

lararo xavfsizlik, biometrik usullar) taklif etilgan tizimni yaratishda asosiy nazariy poydevor bo‘lib xizmat giladi.

Tadqiqot natijalari shuni ko‘rsatdiki:
Yuzni skanerlash asosida identifikatsiya Windows OS xavfsizligini sezilarli darajada oshiradi.

ONNX SFace modeli tezligi va yengilligi sababli operatsion tizim darajasida qo‘llashga eng mos hisob-
lanadi.

Taklif etilgan dasturiy ta’'minot:
real vaqt rejimida ishlaydi;
yugori aniglikka ega (98%+);
parollarga ehtiyojni yo‘q qgiladi;
xodimlar xavfsizligini oshiradi;
offline ishlash imkoniga ega.

Tizimni davlat tashkilotlarida, banklarda, 11B strukturalarida, statistik va tibbiyot muassasalarida joriy qilish
mumekin.

Tizimni yanada takomillashtirish uchun:

IR (infraqizil) kamera qo‘shish;

3D anti-spoofing modullarini integratsiya qilish;

Windows Hello bilan parallel ishlash mexanizmini yaratish;

korporativ tarmoq uchun server versiyasini ishlab chigish taklif etiladi.
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